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Do you have
many online
accounts?

|
KeePass
:

Dashlane Lastpass

Apple
Keychain

Note: the above are only few examples of password manager, and there are many
commercial as well as free password managers available online.

to guess

But, how do you create
complex passwords that
are easy to remember?

Step 1 Use a phrase or a sentence.
e.g. | eat a burger everyday

Step 2 Change some characters.

e.g. from character I'to !’
eat = 34t
a=A
burger = Bur9er

everyday = e”eryday
space = °
Step 3 Now, combine them all.
e.g. "34t"A"Bur9er*e”eryday
or |EatABur9erEveryday

Alternatively, follow NCSC’s advice to use three
random words. You just put them together, like
7SwimSugarOak@’ or ‘£8NutsHospitalDell.



https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0
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Download

Classic Edition
KeePass 1.32

Installer:

Download Now

SOUrcefOroe - Trusted for Open Source

KeePass 132 (Installer EXE for Windows)

This package contains everything you need to
use KeePass. Simply dovnload the EXE file
above, run it and follow the steps of the
installation program. You need local installation
rights (use the Portable version below, if you
don't have these rights).
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Q< Add Entry

Create a new entry.
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| [ 25 Tools I

S e t I I l a S t e r Create a new key file or browse your disks for an existing one. if you have installed a key provider
a S S WO r d This source uses data of the cument Windows user. This data does not change when the Windows
account password changes.

@ NewDatabase.kdbx - KeePass

Lo B )

@) Create Composite Master Key @

Q,( Create Composite Master Key

C:temp\NewDatabase kdbx

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. If you lose one source, you will not be able to open the database.

@ Madefpm‘o‘d: ........0....O..................0.........' ...

Repeat paSSWOI’d: SO RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRYY

Esimated cuaity: (N 35t S 2

| Key file / provider:  (None)

Bl Create E? =

plugin, it is also listed in this combo box.

| Windows user account

. [fthe Windows account is lost, it will not be enough to create a new account with the same
user name and password. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. if you dont know how to do this, dont enable
this option.

| oK || Ccancel

@ Open Database - NewDatabase.kdbx @

a,.\. Enter Master Key

C:Atemp\NewDatabase kdbx

V| Master Password: eesessssscccscsscsssssssscscccs |oee

Use the | v ™ =
master key | = ) e

—w 1 == ]| @account details

Ad d e n t r File Edit View Tools Help
Er1t - - - s — =
ry | Advanced | Properties | Auto-Type | History L_.J & H o - @ - Q &- i
Title: Boumemouth Shopping Mall Icon: &7 NewDatabase Title
Username:  myusemame o Ge.neral
f_:_‘, Windows
Password: Se0eRRRRRRRRRRRRRRRS oo ,_) Network
Repeat: YT YT Y O @ Internet
- “\ eMail

Qualty: B i6bis TN < 20ch @% Homebanking
URL: https:\\www bsm online| < (it ’
Notes:

0 of 0 selected Ready.
[7] Expires:  10/02/2017 00:00:00 B & . E n te r t h e

to access the

password .
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http://www.keepass.info
https://bournemouth.service-now.com/sp
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m Edit View Window Help

New Password Item... 3EN
New Secure Note Item... 3N
New Keychain... 3N
Import Items... 3|
Add Keychain... {+38A
Delete Keychain “login” N#ES
Close #EW
Go There

Get Info 38!
Lock Keychain “login” 3Bl
Lock All Keychains

Make K Default

O O Keychain Access
'
Ei‘l Click to lock the login keychain.
< 4 e
eychains . "
" www.social-media.account
Favorites g login ‘ind: Internet password

F=] Dropbox @' Local ltems 1t: username

55 System Where: https://www.social-media.account
) All My Files ) System Roots Modified: Today, 15:23
@ AirDrop O u S e t e Name Kind Date Modified
7= Applications =) www.social-media.ac .
_ I Q —_— — Copy Password to Clipboard -
e assSwor

/ com.apple.assistant " i ial- ia. "

€ [ Downioads ) 2 Allltems | o Copy “www socngl med|§ account

7 p g 4. Com.apple.assistant  Delete “www.social-media.account”
{2} ryandelmo Name ~  Date Modified o Ase PESSWOTDS ... com.apple.fac...ime: n
ive Cloud Fil - e - C 1C t e Secure Notes @ 588208A9-1..5-EE3( GO There
I/Q) ~ an 2017 21:AR nE 252

Creative Cloud Files ® Grapher 29 Jan 2017, 21:46 35.. EJ] My Certificates ... com.apple.account.ic  Get Info
A Keychain Access 29 Jan 2017, 21:46 5. ¥ Keys ... com.apple.ac...s.heartbeat-token —application password Today, 10:17

e %% Migration Assistant 3 Jan 2017, 09:31 2 ‘ :O butto n 1 Certificates / Apple Persistent State Encryption application password Today, 09:47
|_" I‘: rl . - ~ ~ BaleTeL y “‘:. . . .
e b / Script Editor 3 Jan 201/, 09:3 ’ com.apple.assistant application password Today, 09:44
=) Desktop = System Information 29 Jan 2017, 21:46 101.¢ & 4+ i | | Copy 234 items
’ﬂ‘j Documents & Macintosh HD » Applications » Utilities > A Keychain Access \\

Add a
Keychain
1tem

Keychain Item Name:

https://www.social-media.account

Enter a name for this keychain item. If you are adding an Internet password
item, enter its URL (for example: http://www.apple.com)

Account Name:

username

Enter the account name asscciated with this keychain item.
Password:

laryngologists9894692"overturns

Enter the password to be stored in the keychain.

\

Password Strength: Weak
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