You’ve been phish!

Here’s what you’ve missed and should be looking before clicking a link and giving away your BU password.
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Service Desk <servicedesk@bournemouth-ac.uk>

Password reminder - Your password is due to expire

instead of legitimate
bournemouth.ac.uk.

To  Ryan Delmo

o If there are problems with how this message is displayed, click here to view it in a web browser,

]

Hello Ryan,

Your password iz due to expire today. Pleaze ider changing it before mi

You can change your password as follows:

On Campus:

Ctri+Alt+Delete - Logged on to a BU networked PC, press the 'Ctrl+Alt+Delete’ keys and select 'Change a Password.'

Password Reset Tool - If you have completed your registration details, you can request a passwordreset by peing this link

Off Campus:

Outlook Web Access - Logged on to Qutlook Web Access (staff email), select the settings icon (cog symbol, top right next to the 7 symbol) and then 'Change Password .

Password Reset Tool - If you have completed your registration details, you can request a password reset by using this link.

Your password must:
+ Be different to your last 3 passwords.
» Contain a minimum of 8 characters.
+ Include 3 of the following: UPPERCASE, lowercase, numbers, symbols.

BU Laptop Users: If your password is changed while offsite from the BU Campus then your Outlock Email may stop synchronising with the server. To aveid or fix this issue your password
must be changed onsite at a BU Campus.

If you have any queries or problems resetting your password please contact the LT. Service Desk on 01202 (9)63515 (24/7).

Kind regards,

IT Services.
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Second area you should notice that this is phishing
campaign is the web address. When you click on

any link on the email it takes you to this fake BU
address bournemouth-ac.uk/?rid=51qRSFd#

[ bournemouth-ac.uk/Trid=5IgRSF

“ C 1 @ Notsecure | bournemouth-ac.uk/?rid=5IqRSFd#

Bournemouth
University

Password Reset:

Please enter vour current password below
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